Introduction
Broadcasting protocols are generally used in ubiquitous wireless multi-hop networks such as Mobile Wireless Ad Hoc Networks (MANETs) and Vehicular Ad Hoc Networks (VANETs) [1] [2] in two ways, as a stand-alone dissemination technique and as a part of the discovery process of routing protocols [3] [4] . In the former case, the same information has to be transmitted to every node in the network as quick as possible. This is the case of disaster/emergency scenarios, which are typical applications of MANETs [5] [6] [7] . In the latter, nodes need to collect neighbour information in order to find a communication path between a source node and a destination node (unicast) or several destination nodes (multicast). In particular, many routing protocols designed for MANETs and VANETs rely on broadcasting as the mechanism to find an available route between two nodes [2] . As a consequence, an efficient broadcast mechanism is of paramount importance for establishing secure mobile ubiquitous communications among wireless electronic devices such as smartphones, laptops, tablets, etc.
In general, nodes use a simple broadcasting approach, namely flooding, in which every node retransmits once a given incoming packet. The simplest form of flooding has been demonstrated to be inefficient in terms of bandwidth and power consumption, causing the well-known Broadcast Storm Problem [8] . Alternative techniques to simple flooding can be found in [9] . A basic classification of broadcasting protocols divides them into two main categories, deterministic and probabilistic protocols. In deterministic protocols, a subset of nodes are selected as forwarders. Connected Dominating Sets (CDS) and Minimum Spanning Trees (MST) are some examples of deterministic broadcasting protocols [10] . However, such optimal solutions are NPproblems and may require global information, which is costly in terms of information exchange. Although there are distributed versions of CDS and MST [10] , deterministic approaches may present some problems in mobile conditions since the algorithm used to select the forwarders has to be rerun continuously due to the topological changes. On the other hand, in probabilistic protocols, all nodes in the network have the opportunity of forwarding an incoming broadcast packet [11] . On receiving a new packet, a node forwards the received packet with probability p and it does not forward the packet with probability 1-p. Although the simplicity of the probabilistic approach, it is not easy task to find the optimum forwarding probability which guarantees a high reachability in the network. Yet, probabilistic broadcast exhibits several advantages such as a good balance of power consumption among nodes and robustness against mobility and malicious nodes. The probabilistic broadcast schemes require an adequate selection and adaptation of the probability value depending on the specific conditions of the target scenario.
Many heuristics have been proposed in the literature [11] [12] [13] [14] , which determine the forwarding probability based on parameters such as the position of nodes [12] , the density of nodes [11] and the speed of nodes [13] , among other parameters [14] . The main problem is that there are many interrelated variables that may cause undesirable effects when modifying the value of probability.
In this paper we focus on simple probabilistic broadcast scheme since the forwarding probability value allows us to easily tune the performance of probabilistic broadcast. In particular, we hypothesize that congestion is the key variable mediating the effects of the forwarding probability on the performance of a given output metric.
To accomplish this goal we propose the use of a mediation analysis [15] , which is a widely used technique in statistics to evaluate the effects of a mediator variable in the relationship between a dependent variable and an independent variable. This work is an extension of our previous work [16] , considering delay-based output metrics and the implications of the obtained results for designing broadcasting and routing protocols based on probability.
The rest of this paper continues as follows: section 2 includes a related work which is divided into two parts, the first one introduce probabilistic broadcasting in ad hoc networks, and the second one presents the role of broadcasting in the congestion of ad hoc networks. Section 3 describes the proposed mediation analyses. Section 4 details the simulation results of the mediation analyses. Section 5 contains the discussion of the results presented in Section 4 and some future works. Finally, the conclusions of this paper are included in section 6.
Related Work

Probabilistic broadcasting in ad hoc networks
Probabilistic broadcasting has been an active research field in ubiquitous wireless [17] . The main objective of probabilistic broadcasting is to find a forwarding probability value which guarantees that every node in the network receives a given broadcasting packet sent by a source node. The simplest solution may be simulating different forwarding probabilities until achieving the desired reachability, applying a try-and-error approach. However, it is not an efficient solution in extremely changeable environments such as MANETs and VANETs, where it is very difficult to find the same topology in two different moments.
Percolation theory and the phase transition phenomenon presented in random networks [18] [19] seem to be a possible solution to find the desired optimal forwarding probability. A complex network like an ad hoc network exhibits the phase transition phenomenon, when the connectivity of the network changes abruptly, from a nonconnected network to a connected network (giant component), by slightly varying a network parameter like the density (number of nodes) or the node's transmission range.
In the probabilistic broadcasting case, the idea is to check out if varying the forwarding probability value, we are able to observe such abrupt connectivity change beyond certain critical probability. In Sasson et al [18] , the authors study the phase transition phenomenon in ad hoc networks and indicate some important differences between realworld MANETs and mathematical graphs such as random networks:
1) the real-world MANETs are not infinite so border effect may impact the system's behaviour, 2) nodes can leave and join the networks constantly modifying the network's density and consequently affecting the phase transition phenomenon and 3) collisions and contention also impact on the critical probability. The simulation results in [18] show that in real-world MANETs the phase transition is linear with the density of nodes for low network's densities so the network's connectivity does not change abruptly.
In addition, the results in [18] indicate that for networks with high density a low value of forwarding probability is sufficient to achieve a high connectivity. These simulation results are corroborated in the recent experimental results presented in [21] , where the authors evaluate probabilistic broadcasting in a real-life testbed like DEStestbed [22] and indicate that collisions and noisy links are the main causes by which the phase transition phenomenon is not observed in ad hoc networks. Collitions are mainly caused by congesting the networks with messages since nodes should share and content for the wireless medium.
Since the difficulties in finding an optimal forwarding probability for every possible scenario, many heuristics based on topological parameters have been proposed in the last decade [11] [12] [13] . Parameters such as the number of neighbours [11] , the number of duplicated packets, the speed of nodes [13] , and the position of nodes [12] , are suitable candidates to be used to determine the forwarding probability of nodes in a distributed and efficient manner. Although heuristic approaches cannot determine the optimal forwarding probability, they are suitable solutions, balancing cost and complexity.
In this paper, we make a step forward in evaluating probabilistic broadcasting, considering the congestion of the network as a primary parameter for selecting the forwarding probability. The results presented in this paper may help to improve the performance of some heuristic protocols found in the literature.
The effects of congestion in the performance of ad hoc networks: the role of broadcasting
In TCP-based networks like wired Internet, the congestion of the network is controlled by adjusting the buffer of nodes. Nodes adjust the congestion of the communication flows between two nodes by reducing the rate at which the packets are generated in the source. In wired networks, congestion is the only cause for the loss of packets. However, that is not the case in mobile wireless ubiquitous networks such as MANETs and VANETs in which mobility of nodes is also a primary reason. In such wireless networks, nodes have to share and content for the wireless medium. Thus, the MAC layer is responsible for enabling nodes to access the wireless medium in a coordinated mode. IEEE 802.11 DCF is de facto MAC standard protocol in MANETs and 802.11p is the one for VANETs [23] . In both cases, the performance of the MAC protocols is degraded in congested scenarios because of common issues in wireless networks such as the hidden terminal problem, the exposed terminal problem and the broadcast storm problem [8] , which are even more aggravated in congested scenarios.
The result is a worsening of the general performance of the ad hoc application.
In ubiquitous multi-hop networks, broadcasting plays an important role in the congestion state of the network. As a rule, nodes use massively broadcasting packets in the discovery phase of ad hoc routing protocols, occupying most of the available wireless medium. Notice that broadcasting packets have more priority in the sending buffers than application packets. As a result, the application packets may find difficult or impossible to access the medium, and consequently, reducing the delivery of packets from a source node to a destination node. Notice that in case that the application is broadcasting as a stand-alone dissemination of messages, it is also affected by the contention and the collisions of messages. To avoid or alleviate this problem, nodes should control the rate at which broadcasting packets are generated and/or retransmitted. The generation of broadcasting packets depends on the application, so it is difficult to control. Therefore, controlling the retransmission of broadcasting packets is a more feasible solution.
In this paper, we study how the forwarding probability can be used to control congestion by reducing the retransmission of broadcasting packets. We use a mediation analysis to quantify qualitatively and quantitatively the effects of congestion in the performance of MANETs when controlling the congestion by adjusting the forwarding probability.
Congestion control mechanisms for multi-hop ad hoc networks
The study of congestion control algorithms has been an active research topic for the last few years [15] [16]. In [15] , the authors classify the congestion control techniques into four categories, such as a) traffic control, b) resource control, c) priority-aware congestion control schemes, and d) queue-assisted techniques. A similar classification can be found in [16] , but in this case, the categories include traffic control, resource control, and traffic and resource control. We focus on resource control techniques since communication rates in multi-hop ad hoc networks depend in general on the target application. Consequently, we should not modify the data rates as required by traffic control mechanisms. For instance, in event-based or critical-mission applications, which are typical target application for multi-hop ad hoc networks like disaster scenarios, all the generated information should be delivered at the destination nodes as quick as possible. Alternatively, resource control mechanisms find alternative paths to route the data application among nodes in the network. In [17] , the authors present HTAP a distributed framework for minimizing congestion and assuring reliable data transmissions in event based networks. In this approach, when congestion is about to occur alternative paths are selected to route data. These alternative routes are created by using non-congested nodes in the network. Although, this approach cannot guarantee the shortest path between the source and destination nodes, it alleviates the congestion of the network. In [18] , LACAS an automata-based resource control mechanism is presented. As the previous control mechanism, when congestion is detected alternatives path are selected. However, the main feature of LACAS is that it uses a machine learning mechanism to learn from the past behaviours. In [19] , the authors present CRP a congestion adapted routing protocol for MANETs. CRP uses a bypass mechanism to alleviate congested nodes. When a node detects that it is about to be congested, it informs the previous nodes in the routing path on this circumstance in order to find other alternatives routing paths. Then, the data in probabilistically routed through those alternative paths found. As a result, the congested node is bypassed.
In this context, the resource control mechanism is implemented by a probabilistic retransmission mechanism at network layer. The main idea is that by controlling the retransmission probability, we can control the number of different paths explored by a routing protocol, and therefore, we control the congestion of the network.
The proposed mediation analyses
Introduction to mediation analysis
In [15] mediation is defined as one way in which a researcher can explain the process or mechanism by which one variable affects another. The common mediation model is illustrated in Figure 1 . This mediation model hypothesizes that the independent variable (X) affects the mediator variable (M), which in turn affects the dependent variable (Y). Therefore, the mediator variable is useful to clarify and identify the nature of the relationship between the independent and dependent variables [20] .
In the general mediation model (Figure 1 ), e 1 -e 3 represent the residuals of the regression models (described in the next section), and a, b, and c' are the regression coefficients. The direct effect, c' in Figure 1 , measures the extent to which the dependent variable changes when the independent variable increases by one unit. In contrast, the indirect effect, which is the product of terms a and b in Figure 1 , measures how dependent variable changes when the independent variable is held fixed and the mediator variable changes by the amount it would have changed with the independent variable increased by one unit. In our case, the objective is to analyze the effect of congestion on the relationship between an independent variable like the forwarding probability p, and a dependent variable which is the output metric. The used output metric will depend on the target objective of broadcasting. For this reason, the proposed mediation analysis is twofold:
• Probabilistic broadcast as a standalone dissemination technique: In this case, the independent variable is the forwarding probability p, the mediator is the congestion (C) which is measured as the number of packets sent by nodes in the network (considering routing and application packets) and we consider two independent variables (output metrics) such as the Reachability (Re) and the broadcasting delay (D). In this case, the mediation models are represented in Figure 2 . Notice that Re is one of the most used metrics to evaluate broadcast schemes in MANETs [8] . In particular, Re is defined as the number of nodes that received a given broadcasting packet generated by a source node divided by total number of nodes in the network (connected network) or reachable from the source node (non-connected network). A high Re value is always desired in an efficient broadcasting protocol. Regarding the delay D, it is defined as the time elapsed since the source node generates the broadcasting packet until the last node receives the broadcasting packet. A low value of D is always a desirable feature for a broadcasting protocol. • Probabilistic broadcast as part of the discovery routing protocols: In this case, the independent variable is again the forwarding probability p, the mediator is the congestion (C) measured as the number of packets sent by nodes in the network (considering routing and application packets), and we again consider two dependent variables such as the Packet Delivery Fraction (PDF) and the End to End delay (E2E). The PDF only takes into account application packets and is defined as the ratio between received and sent packets. Notice that similarly to Re, PDF is a widely used metric for assessing routing protocols in MANETs [14] . The main objective of an efficient routing protocol is to achieve a high PDF. Regarding E2E, it is defined as the time elapsed since the source node sent a broadcasting request (broadcasting packet) to establish a new route to a destination node until it receives the first broadcasting reply (broadcasting packet) from any of its neighbours. A low value of E2E is a desirable requirement for a routing protocol. In this case, the mediation models are illustrated in Figure 3 . 
Methodology for assessing mediation effects
The causal steps approach described by Baron and Kenny [30] is used in this paper to assess the proposed mediation models. According to [30] , the process is divided into four steps: 
2) Mediator ~ Dependent variable: To demonstrate a significant relationship between the independent variable and the hypothesized mediating variable. It means that the coefficient a in the regression model (2) must be significant.
3) Independent variable ~ Dependent variable + Mediator: To demonstrate a significant relationship between the mediator and the dependent variable when both the independent variable and the mediator are predictors of the dependent variable.
Consequently, the term b in the regression model (3) must be significant. The coefficient c' is also called the direct effect, and the product ab is called the indirect effect.
4) Sobel test: To test the mediating effect. The objective of this step is to determine the significance of the indirect effect. The Sobel test is one of the most used methods to test the significance of the indirect effect [15] .
Simulation results and discussion
Data Collection
The simulator NS-2.34 has been used to collect the data for the proposed mediation analysis. The nodes move following the Waypoint mobility model. In this mobility model nodes move randomly throughout the simulation scenario. When the target destination is reached, another random destination is chosen using a different random speed. The simulation scenario and the number of nodes both have been chosen to meet standard scenarios, as described by Kurkowski et al [31] . 
Assessing mediation effects
The mediation effects will be evaluated in two cases, 1) probabilistic broadcast as a stand-alone dissemination technique, and 2) probabilistic broadcast as a part of the discovery phase of routing protocols. In both cases, the same methodology described in section 2.2 has been used. The statistical software R has been used [33] .
A. Probabilistic broadcast as a stand-alone dissemination technique
The objective of this section is to evaluate the models presented in Figure 2 . We first evaluate the model that considers the Re as the output metric and then considers the second model with the delay D as the output metric.
1) Re as output metric:
Step 1 (Re ~ P):
The objective is to demonstrate a significant relationship between the forwarding probability and Re. Step
(C ~ P):
The objective is to demonstrate a significant relationship between the forwarding probability and the congestion of the network. According to the results included in Table 2 , there is a significant relationship between the forwarding probability and the congestion. As the forwarding probability increases, the congestion of the network also increases.
Step 3 (Re ~ P + C): In this step, the congestion must be significantly related to
Re when both the forwarding probability and the congestion are predictors of Re. As can be seen in Table 3 , the congestion is significantly related to Re. However, the forwarding probability is not significantly related to the reachability. The direct effect is -2.803e-01 but it is lower (in absolute value) than the total effect 0.354 calculated in step 1. This result means that the impact of probability on Re is mainly caused by the indirect path through the congestion ab=0.635.
Step 4 (Sobel test): In this step, we demonstrate the significance of the indirect path ab. According to the results included in Table 4 , the indirect path is equal to 0.635 and it is significant since the associated z-value is higher than 1.96. Notice that the zvalue is the result of the z-test used in the Sobel test for determining the significance of the indirect effect. If z-value is higher than 1.96 (in absolute value), then the indirect effect can be considered significant at the 0.05 level. As a conclusion of this mediation analysis, we can state that congestion mediates positively in the relationship between the forwarding probability and Re. Consequently, if the forwarding probability is increased Re will be also increased.
2) Delay as output metric:
Step 1 (D ~ P):
The objective is to demonstrate a significant relationship between the forwarding probability and D. The results (Table 5) show that there is a significant relationship between the forwarding probability and D. The total effect c is positive and is equal to 0.38833. It means that the delay increases as nodes increase their forwarding probability. Notice that it is a negative effect since the objective of a broadcasting algorithm is to spread out the information as quick as possible. Step 2 (C ~ P): The results of this regression analysis are the same shown in Table 2 so the step 2 is accomplished.
Step 3 (D ~ P + C): In this step the congestion must be significantly related to D when both the forwarding probability and the congestion are predictors of D. As for the results in Table 7 , the delay is significantly related to the congestion when both probability and C are considered. However, as happened with the Re, the probability is not significantly related to D. It means that the delay is mainly caused by the indirect effect through the congestion. The indirect effect ab is 0.411. 
Step 4 (Sobel test):
In this step we demonstrate the significance of the indirect path ab.
We can observe in Table 8 a significant indirect effect. Consequently, if nodes increase the forwarding probability, the packets will have a higher Re but incurring in an increase of D. Notice that it is a negative feature for broadcasting algorithm. 
B. Probabilistic broadcast in the discovery phase of routing protocols
The objective of this section is to evaluate the models presented in Figure 3 . We begin with the model that considers the PDF as the output metric and then we continue with the model that considers the E2E delay.
1) PDF as output metric:
Step 1 (PDF ~ P): According to the results included in Table 9 , a significant relationship between the forwarding probability and the PDF has been demonstrated.
The total effect c is -0.173. The negative value indicates that the PDF decreases as nodes increase their forwarding probability. Step 2 (C ~ P): The results of this step are the same as those included in Table 2 .
Step 3 (PDF ~ P + C): In this step the congestion must be significantly related to the PDF when both the forwarding probability and the congestion are predictors of the PDF. congested networks lowering the forwarding probability during the discovery phase can improve the performance of routing protocols in terms of PDF. It means that when the network is congested the only way to increase the PDF is by reducing the forwarding probability.
Step 4 (Sobel test): According to the results of Table 11 , the indirect effect is ab = -0.286 and it is significant. The congestion affects negatively the relationship between the forwarding probability and the PDF. 2) E2E as output metric:
Step 1 (E2E ~ P): First we need to demonstrate a significant relationship between the forwarding probability and the E2E delay. According to the results shown in Table   12 , there is a significant relationship between the forwarding probability and the E2E metric. The total effect c = 1.043 is positive, so it means that increasing the forwarding probability causes an increment of E2E, which is a negative effect. Step 2 (C ~ P): The results of this step are the same as those included in above Table 2 .
Step 3 (E2E ~ P + C): According to the results shown in Table 13 , the congestion mediates the effect of the forwarding probability to the E2E. The forwarding probability is not significantly related to the E2E. It means that the indirect effect is the main cause for the increment of E2E. Since the indirect effect is positive, the E2E delay increases with an increment of the forwarding probability, which also causes an increment of congestion in the network. Step 4 (Sobel test): The results of the Sobel test (Table 14) indicates that the indirect effect is significant. It is interesting that the indirect effect for the E2E model is higher than in the case of D. In both cases, the indirect effect is positive, but congestion affects more to the E2E. Consequently, the congestion impacts more severely to the application layer than the routing layer. 
C. Extending the mediation analysis for different levels of congestion and implications for broadcasting and routing protocols design
The proposed mediation analyses have been extended for different levels of Table 15, Table 16, Table 17, and   Table 18 , and also represented in Figure 4 , Figure 5 , Figure 6 and Figure 7 . The main findings are:
• The mediation effects are always positive in case of Re, D, E2E and are always negative in case of PDF (see Figure 4-7) . Notice that a positive indirect effect is not a good feature for D and E2E model. Since it means that in both cases the packets will be delivered with high delays.
• Only Re improves with high values of forwarding probability (high congestion, see Figure 4 ).
• Both metrics of application layer PDF and E2E decrease notably with the increment of congestion (see Figure 6 and Figure 7) . Consequently, the application layer is more affected by an increment of the forwarding probability.
• The mediation effects are always stronger as we increase the number of flows. • If we consider Re and PDF, which measure data delivery at different network layers (Re for routing layer and PDF for application layer), it can be observed that both output metrics are counterbalanced (see Figure 8 ). Considering only
Re, the optimal forwarding will be a forwarding probability of 1 (maximum).
However, PDF worsens for high forwarding probabilities due to the negative mediation of congestion in the relationship between probability and PDF. • If we consider D and E2E, which measure delivery delay at different communication layers (D for routing layer and E2E for application layer), both metrics decrease with the congestion if nodes increase their forwarding probability. When D decreases, E2E also decreases and vice versa (see Figure   9 ). 
Discussion of results and future work
The implications of the presented mediation analyses for designing new broadcasting and routing protocols based on probability for ubiquitous multi-hop ad hoc networks are:
• To achieve a high Re is good to increase the forwarding probability. However, until certain point (critical probability of phase transition phenomenon if it happens), because increasing the forwarding probability further than this point will affect negatively the broadcasting delay. Observing Figure 4 , the objective is to determine the forwarding probability at which the Re saturates. That is, when we notice a change in the increment rate of Re.
• Despite a high value of the congestion, the Re always increases. However, the increment rate of Re gets lower with the increment of congestion. It means that the critical probability predicted by phase transition will also depend on the congestion level of the network. This results corroborated those found in [24] , where the author, state that a low value of forwarding probability suffices to achieve high Re in determined scenarios.
• Once determined the optimal probability to achieve a high Re, it may be good to reduce the forwarding probability to achieve a good performance of the application layer. We will reduce the performance of the routing layer but improving PDF and E2E as counter effects.
As a future work, we plan to propose a mechanism to adjust the forwarding probability based on the local congestion observed by each node. Consequently, each node determines its optimal forwarding probability according to the congestion in its neighbourhood.
Conclusions
We have conducted four mediation analyses considering the main applications of broadcasting in ubiquitous multi-hop networks like MANETs and VANETs (standalone dissemination technique and discovery phase of routing protocols) and we have extended these mediation analyses for different levels of congestion. The results indicate an important mediation effect of congestion in the relationship between the forwarding probability and several output metrics, such as Re, D, PDF, and E2E. The congestion only mediates in a positive way for Re. For D, PDF and E2E metrics, congestion always affects negatively in their values. These mediation effects are stronger with an increment of congestion. The findings of the proposed mediation analyses should be used as a framework for the design of new broadcasting and routing protocols based on probability for ubiquitous multi-hop ad hoc networks.
